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phone alert procedure for use when the building's alarm systems and the Automated Notificat
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WPAFB Full Spectrum Threat Response (FSTR) Plan 10-2 which covers threatening weathe
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1.  Responsibilities.  

1.1.  HQ AFMC/CCQ will:  

- Appoint a member and an alternate to the HQ Threatening Conditions Working Group (see para 
2.4.). 

- Task all HQ directorates to appoint/assign a primary and alternate Disaster Preparedness (DP) 
representative. 

- Train (and document training) directorate DP representatives, based on requirements noted in 
this HOI. 

- Insure each HQ directorate has a list of eligible personnel for assignment to entry security (door 
guard) duty. Develop, maintain and coordinate a duty schedule that will man required doors/hours during 
applicable FPCON conditions. Coordinate and maintain consolidated listing of all HQ directorates assem-
bly points to prevent overuse of any single assembly point. 

- Coordinate all directorate staggered work hour plans to insure arrival times are evenly distrib-
uted. 

- Develop training and education improvements as required to correct exercise discrepancies. 

- Recommend items for exercise evaluation. 

- Assist with HQ AFMC complex exercise evaluation per AFMC/DOX request. 

1.2.  HQ AFMC/DOX will:  

- Serve as POC for updating and publishing this HOI, coordinating with appropriate staff activities 
to develop changes based on procedural changes and exercise lessons learned. 

- Chair the HQ Threatening Conditions Working Group, and maintain its after-hours recall roster 
(see para 2.4.). 

- Provide the AFMC Command Center with a FPCON notification letter containing primary and 
alternate contacts from DOX, 88 ABW/CECH and the Headquarters Squadron (AFMC/CCQ). 

- Coordinate HQ AFMC threat exercise participation. 

- Serve as the HQ representative for the WPAFB EET. 

- Coordinate the internal evaluation of the HQ AFMC threat exercise response and disseminate 
action items to appropriate OPRs. 

- Compile and disseminate lessons learned from, or applicable to, HQ AFMC threat and disaster 
response planning and execution. 

1.3.  HQ AFMC Command Center (AFMC/DOXC, which also serves as the 88 ABW Command
Post) will:  

- Disseminate warning messages as directed via the ANS, Building Evacuation Alarm System,
computer pop-up notification system, pyramid telephone alert (see Attachment 6) and/or base siren for
actual or exercises as required. 



4 AFMCHOI10-3   7 APRIL 2005

- Operate the Building Evacuation Alarm System's voice capability (Emergency Voice System) on 
direction from the on-scene commander or other person designated in para 4.1. below (Bldgs 262& 266 
only). 

- Insure notification to evacuate is passed to personnel within the Operations Center (Crisis Action 
Team (CAT), Battle Staff, Operations Center Management Team [OCMT], Red Switch), since the build-
ing alarms do not sound inside the Operations Center facility. 

- Appoint a member and an alternate to the HQ Threatening Conditions Working Group (see para 
2.4.). 

- Develop and maintain standardized warning messages for the ANS, the computer pop-up notifi-
cation system and the Building Evacuation Alarm System's voice capability (see Attachment 2). 

- Draft changes to this HOI as required to update procedures and/or correct exercise-disclosed 
problems involving HQ AFMC notification procedures. 

- Recommend items for exercise evaluation. 

- Assist with HQ AFMC exercise evaluation per AFMC/DOX request. 

1.4.  HQ AFMC/DS will:  

- Task directorates to appoint parking monitors (see Attachment 5) and maintain a current list. 

1.5.  HQ AFMC/MS will:  

- Draft changes to this HOI as required to update procedures and/or correct exercise-disclosed 
problems involving full spectrum threat response mishaps (MSE), anti-terrorism/force protection mishaps 
(MSF), and threats against C4I infrastructure (MSC) in or near the HQ complex. 

- Advise AFMC/DOX of changes affecting HQ participation in the base exercise evaluation pro-
gram. 

- Appoint a member and an alternate to the HQ Threatening Conditions Working Group (see para 
1.4.). 

- Recommend items for exercise evaluation. 

- Assist with HQ AFMC complex exercise evaluation per AFMC/DOX request. 

1.6.  All HQ AFMC Directorates and other building tenants will:  

- Develop internal procedures to meet the requirements shown in para 3.5 below. 

- Develop a plan to stagger reporting times for all personnel for use during emergency situations
as identified by base authorities. Evenly distribute reporting times between 0600 and 0900. Insure super-
visors use existing employee reporting times (flextime) as a starting point to minimize office disruption
and accommodate time-sensitive events in each individual's day (meetings, car pools etc) while still
achieving the required balance. The plan should also contain a procedure to notify all personnel after duty
hours (see also Atch 5; HOI 10-4, Emergency Notification, Alert and Recall and AFMCI 10-205, Emer-
gency Notification, Alert and Recall.). Coordinate the plan through AFMC/CCQ. 

- Develop a plan to incrementally dismiss non-essential personnel during emergency situations as 
identified by base authorities. Dismissal should be phased so as not to cause traffic jams. 
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1.7.  All HQ AFMC Directorates will:  

- Appoint a Disaster Preparedness (DP) representative and alternate; provide their names and 
phone numbers to AFMC/CCQ. (See para 9. below for duties). 

- Maintain a roster of personnel to be used for entry security (door guard) duty. 

- Provide personnel to perform entry security duty per AFMC/CCQ door guard schedule. 

- Develop a means to secure their working areas in an emergency if so directed. 

- Participate as directed in all emergency/disaster exercises as tasked. 

- Augment the WPAFB EET to evaluate HQ exercise response per AFMC/DOX request. 

- Provide exercise observations/recommendations to AFMC/DOX for corrective action. 

1.8.  88ABW/CECH (Headquarters Support Office) will:  

- Advise AFMC/CCQ of changes to threat response capabilities affecting their response to actual 
and exercise emergencies at the HQ complex. 

- Post real world/exercise FPCON condition signs on exterior doors. 

- Appoint a member and an alternate to the HQ Threatening Conditions Working Group (see para 
2.4.). 

- Secure some or all building entrances when directed by persons listed in para 3.1. below, insur-
ing at least one entrance is handicapped accessible 24/7. 

- Be prepared to disable swipe card entry access to the HQ buildings if required by FPCON level 
instructions. 

2.  Mission.  

2.1.  Insure assigned personnel are prepared for and can recover from situations caused by natural or
man-made disasters, peacetime incidents, terrorist attack or major mishaps. 

2.2.  Insure assigned personnel receive training, emphasizing warning signals, notification and evacu-
ation procedures, emergency duties and individual protective actions during emergencies. 

2.3.  Insure emergency personnel are aware of their functions and duties when responding to a situa-
tion involving the Headquarters complex. 

2.4.  Establish a Headquarters Threatening Conditions Working Group (HTCWG). 

2.4.1.  The HTCWG is chaired by DOX and staffed by a representative from HQ AFMC/MS,
AFMC/CCQ, AFMC Command Center and CECH. 

2.4.2.  The Group may be convened before, during or after any of the threatening conditions
addressed in this HOI to coordinate and insure necessary actions are carried out. It will meet as
often as necessary until the crisis has been resolved. 

2.4.3.  When a FPCON higher than NORMAL is declared for Wright-Patterson AFB, DOX will
convene the Group as necessary to take all required actions shown in Attachment 5 (FPCON
Actions and Checklist), and handle any problems unique to the situation. 
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2.4.4.  DOX will maintain a roster of primary and alternate representatives from each tasked office
to include duty and home telephones, and be prepared to initiate a recall/ notification as necessary. 

3.  Notification Procedures.  

3.1.  AFMC/CC, AFMC/CV, AFMC/DS, 88 ABW/CC, HQ AFMC Command Center, or the On
Scene Commander (OSC) can direct emergency response issues within HQ complex. 

3.2.  In the Headquarters complex there are five means to quickly notify personnel: the Emergency
Alarm System; the Automatic Notification System (ANS); verbally, from base Security Forces per-
sonnel or the pyramid telephone alert (see Attachment 6); e-mail via system administrator message
(current screen override) and All Channel Message System (ACMS), a base cable TV override. 

3.2.1.  The Headquarters complex has three separate alarm systems, one for building 262, one for
building 266 and one for building 271. These systems are not interconnected. Buildings 262 and
266 have an electronic siren/strobe light and a voice capability (the Emergency Voice System).
Announcements can be made over the systems from the Command Center or locations manned by
the OSC. Building 271 also has an electronic siren/strobe light and voice capability alarm. 

3.2.1.1.  The building emergency alarm can be activated at individual pull boxes. IMPOR-
TANT: pulling an alarm box in one building will NOT activate the alarm in the other two. Do
not pull alarm boxes for bomb threat evacuation. 

3.2.2.  For imminent external threatening conditions, the Installation Commander will direct the
HQ Command Center to provide warning IAW the base’s Installation Security Plan. 

3.2.2.1.  The Automatic Notification System (ANS) provides a means to telephonically con-
tact many organizations with emergency information in a short time. The HQ Command Cen-
ter (AFMC/DOXC) personnel will use pre-scripted "fill-in-the-blank" statements covering the
most common emergencies to be used on the ANS system. (see Attachment 2). 

3.2.2.2.  The base siren system (see also WPAFB Plan 32-1): 

- A 3 - 5 minute wavering tone: attack warning. 

- A 3 - 5 minute steady tone: imminent peacetime disaster, such as a tornado. 

- IMPORTANT: The siren will stop after 3-5 minutes. This does NOT indicate an "all 
clear." All clear notification will be passed by voice, ANS or ACMS message. 

- The siren is normally tested on the first duty Monday of each month at noon, provided 
there is no actual threatening weather. 

- The test consists of a 1 1/2 minute steady tone and 1 1/2 minutes of wavering tone. 

3.3.  Notifying HQ AFMC personnel after hours will be done IAW HOI 10-4 and AFMCI 10-205. 

4.  Evacuation (CCQ). (See also Attachment 1, Employee Evacuation Procedures and Attachment 6,
Pyramid Telephone Alert Procedures). 

4.1.  The decision to evacuate any on-base facility is made by the designated OSC (exception: com-
mon sense evacuation when the fire alarm sounds). The OSC is usually the senior first responding
emergency person (88th SF/88th CEF [Fire Department].) In the absence of an OSC, the other individ-
uals listed in paragraph 3.1. above can make the decision to evacuate the complex. 
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4.2.  Notification to evacuate will be IAW paragraph 2.2. above and Attachment 1. The OSC may
direct evacuation from part of a building, the entire building or the entire HQ complex, depending on
the threat. The portions to be evacuated will be announced on the HQ emergency voice system. Build-
ing 266 may be designated as a safe haven for building 262 occupants or vice-versa. 

4.3.  If so directed, evacuate the building via the nearest exit and meet at your office's designated
assembly point IAW para 4.5.4. below. In some instances the nearest exit may be blocked by fire or a
suspicious/dangerous object. If so, follow Emergency Voice System instructions, ANS message,
posted signs, Security Force and/or fire fighters' directions. NOTE: when the evacuation alarm is trig-
gered, the entrapment area gates automatically unlock and open. 

4.4.  Do not use the elevators during an evacuation. 

4.5.  Each directorate will establish internal procedures to: 

4.5.1.  Insure evacuation messages are passed to all subordinate offices with those needing more
time to evacuate (classified material, distance from exits) notified first when notification is via
ANS or word-of-mouth. When notified via the telephone pyramid alert (used only if both the
alarm and the ANS are inoperative), contact other directorates IAW the chart in Attachment 6. 

4.5.2.  If necessary, insure enough co-workers are available and detailed to assist all physically
challenged personnel to safely evacuate the building when the elevators cannot be used. Plans
should be made at the appropriate office or division level. 

4.5.3.  Secure classified or sensitive information, controlled entry areas (such as vaults and open
classified storage areas) and protect vital equipment and records when evacuations are announced. 

4.5.4.  Determine the nearest exit(s) and designate assembly points for each directorate. 

4.5.4.1.  Designate an exit as close as possible to each office or division; identify alternates in
case the primary exit is not useable. 

4.5.4.2.  Choose assembly points carefully. They must: 

- Be a minimum of 100 meters (330 feet) from the headquarters buildings (see Attach-
ment 3 for 100 meter line map) to prevent interference with fire/security personnel or injuries in case of
an explosion. Further is better; do not use the Hope Hotel as it’s outside the base perimeter fence. Direc-
torates must be prepared to move their assembly point to avoid smoke, fumes or other dangers if so
directed by emergency responders. 

- Be within the base’s security perimeter and away from the perimeter fence. 

- Be reachable from the office’s normal exit point without walking through the 100 meter 
line. 

4.5.4.3.  Assembly points can be by directorate or by division, depending on the directorate’s
location(s) in the HQ. If the primary assembly point is unusable, an alternate site should be
designated. Provide your chosen assembly point site(s) to AFMC/CCQ. 

4.5.4.4.  If the CAT/Battle Staff must evacuate during normal duty hours, members will report
to their directorate’s assembly point. After normal duty hours, the CAT/Battle Staff assembly
point is the loading dock halfway down the western side of building 281, facing Barnes Park.
(see map, Attachment 3) 
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4.5.5.  Each office must maintain a personnel roster in a location where it can easily be taken with
evacuating personnel. Use the roster to account for all office personnel. Report anyone missing
and unaccounted for by directorate to the SF Command Center at 76516 or 911 and to CCQ at
their request. 

4.6.  Once evacuation has begun, insure all personnel move to their designated office assembly point
and do not reenter the building until instructed to do so by the OSC. 

4.6.1.  Personnel should not attempt to leave the installation unless so directed. People must be
accounted for, and mass departure creates traffic jams, hindering responding emergency vehicles. 

4.7.  Once the OSC determines that the evacuated portion of the headquarters complex is clear of dan-
ger, he/she will allow people to return. This could be by individual building or all buildings at once,
depending on the situation. 

5.  Terrorism (MSF).  

5.1.  Terrorist acts can be any size or sophistication; their success depends on surprise and victim com-
placency. Adequate measures to prevent such occurrences are paramount. Combating terrorism
includes 

- Antiterrorism: defensive measures to reduce vulnerability to terrorist acts. 

- Counterterrorism: offensive measures to prevent, deter and respond to terrorism. 

- Since we can no longer consider the CONUS as a safe haven from terrorist acts, HQ AFMC 
actions can involve both antiterrorism and counterterrorism. This includes annual antiterrorism training 
and defensive measures that strike a balance between the desired protection and mission, infrastructure 
and available resources. 

5.1.1.  The Five FPCONs defined below denote probability levels of a terrorist incident affecting
an installation. Each FPCON level contains specific responsibilities, actions, and responses,
detailed in Attachment 5. Note that a specific FPCON level may have actions and responses
added or subtracted according to the situation, usually designated as “FPCON X +.” 

5.1.1.1.  FPCON NORMAL is the everyday condition at Headquarters. There’s a general
threat of possible terrorist activity, but warrants only a routine security posture. FPCON NOR-
MAL is always in effect unless a more specific threat or incident warrants transition to a
higher FPCON, returning to FPCON NORMAL upon termination. Additionally there are four
heightened, announced FPCON levels, each requiring specific actions in and around the HQ
complex. 

5.1.1.2.  FPCON ALPHA. Denotes an increased general threat of possible terrorist activity
against personnel or facilities, the nature and extent of which are unpredictable. Circumstances
do not justify fully implementing FPCON BRAVO measures. However, it may be necessary to
implement certain measures from higher FPCONs resulting from intelligence received or as a
deterrent. ALPHA measures must be capable of being maintained indefinitely. 

5.1.1.3.  FPCON BRAVO. Applies when an increased or more predictable terrorist threat
exists. The FPCON measures must be capable of being maintained for weeks without causing
undue hardship, affecting operational capability or aggravating relations with local authorities.
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However, sustaining BRAVO measures for a prolonged period may affect operational capabil-
ity and relations with local authorities. 

5.1.1.4.  FPCON CHARLIE. Applies when an incident occurs or intelligence is received
indicating some form of terrorist action or targeting against personnel or facilities is likely.
Implementing measures in this FPCON for more than a short period may create hardship and
affects the unit activities and its personnel. 

5.1.1.5.  FPCON DELTA. Declared in the immediate area where a terrorist attack has
occurred or when intelligence indicates that terrorist action against a specific location or per-
son is imminent. Normally, it is declared as a localized condition and not intended to be sus-
tained for substantial periods. 

6.  Robbery, Hostage Situations (MSF).  

6.1.  The Headquarters building contains several retail establishments including a credit union and an
ATM. While unlikely, a robbery is always possible. A hostage situation could develop as the result of
a robbery or a disgruntled/deranged current or former employee. The security force would handle both
situations. 

6.1.1.  Safety is paramount--under most circumstances untrained people should not attempt to
intervene in a robbery or hostage situation. If you suspect one is occurring, avoid becoming
involved. 

6.1.2.  If possible, go to a safe location away from the scene. Contact the SF Command Center
(911) to report the incident, especially if it's still in progress. Follow security force instructions,
and try to keep others away from the scene. 

6.1.3.  If you're a witness, unobtrusively gather as much information as possible, e.g., the location
of the incident, number of individuals involved, type of vehicle driven, description of the assailant
including gender, race, age, stature and clothing worn. Write it down while it's fresh in your mind. 

6.1.4.  After the area is declared safe, report known facts to the on-scene security forces. 

6.2.  Each Headquarters organization will develop a means to secure their working areas in the event
of a robbery/hostage situation in the building. The procedure should prevent the perpetrators from
gaining access, capturing more hostages and/or establishing a barricade situation. 

7.  Fire Protection (MSE).  

7.1.  Each organization within the Headquarters complex will: 

7.1.1.  Develop procedures to safely evacuate physically challenged personnel. See para 4.5.2.
above. 

7.1.2.  Develop an evacuation route(s) for each office IAW using the building diagrams at Attach-
ment 3. Have alternate routes planned in case the primary route is blocked. 

7.1.3.  Evacuate the building during a fire via the most expedient route (primary/alternate) to pre-
determined assembly point(s) unless otherwise directed by emergency personnel. Provide appro-
priate assistance to anyone needing it and insure office visitors are guided outside and sent to their
own assembly points. Report any missing people to SF or fire personnel and to CCQ. See para
4.5.5. above. 
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7.1.4.  Maintain fire-safe conditions in their assigned work areas. 

7.1.5.  Report fires to the WPAFB fire department (88 ABW/CEF, 911), even if extinguished by
building occupants. 

7.1.6.  Insure supervisors brief new employees on fire safety procedures, including evacuation
routes, directorate assembly points, locating and using fire extinguishers, and the responsibility to
report fires to the WPAFB fire department (88 ABW/CEF), the on-scene commander, and to assist
the fire department personnel in locating the fire. 

7.1.7.  Provide the HQ Support Office (88 ABW/CECH), with the type, quantity, and location of
any hazardous materials in the Headquarters complex. Insure all hazardous material is identified
and maintained on the Base Hazardous Material Management System. 

7.2.  The Headquarters Support Office will coordinate fire evacuation drills with the HQ Cmd Ctr and
other appropriate organizations in buildings 262, 266 and 271. 

8.  Natural Disasters (MSE).  

8.1.  The Headquarters Orderly Room (HQ AFMC/CCQ) is the Headquarters Disaster Preparedness
point of contact. 

8.2.  Advance planning and a quick response are the keys to surviving a natural disaster. Often there's
only a short time to make life-or-death decisions. 

8.3.  Buildings 262 and 266 are designated tornado/severe storm shelters. 

8.4.  Notifications for hazardous weather conditions will occur per paragraph 2.2.2. The following
conditions may directly impact the Headquarters: 

8.4.1.  Tornados. A tornado watch is issued by the Base weather office and/or National Weather
Service when conditions are right for tornados to develop. A tornado warning is issued when a
tornado has been sighted or indicated by radar within 5 nm of W-P. The Base weather office will
issue a warning if the base is threatened. 

8.4.1.1.  During a tornado warning Headquarters personnel will: 

8.4.1.1.1.  If possible, go to your building's basement. If you cannot get to a basement,
move to an interior hallway away from windows or doors. Close all hallway doors to pro-
tect against flying debris. 

8.4.1.1.2.  Leave the top floor, entrapment area, breezeways (between 262 & 266) and the
skywalk (between 266 & 271). Avoid stairwells in Bldg 266 due to their large windows. 

8.4.1.1.3.  If unable to get away from windows or the top floor, crouch near a concrete sup-
port column or get under a piece of sturdy, free-standing furniture and hold on to it. Do not
seek shelter under a modular furniture desk or stand near a modular partition. Protect your
head and neck with your arms. 

8.4.1.1.4.  If you're outside or in a vehicle, attempt to get indoors. If there is no time to get
indoors, lie prone in a ditch, depression or culvert away from the vehicle. Protect your
head and neck from flying debris and be aware of the potential for flash flooding. 
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8.4.1.1.5.  After the storm passes, follow emergency workers’ instructions. Leave your
shelter area only when given the all-clear signal/announcement. Assume any downed
power lines are live. Stay out of damaged buildings. 

8.4.2.  Thunderstorms and Lightning. A thunderstorm watch is issued by the base weather
office or National Weather Service when a severe thunderstorm (winds greater than 58 mph or hail
larger than 3/4 inch) is likely to develop. A thunderstorm warning is issued when a severe thun-
derstorm has been sighted or indicated by weather radar. 

8.4.2.1.  During a thunderstorm warning Headquarters complex personnel will: 

8.4.2.1.1.  Remain indoors. If outdoors, try to get into a building or a car. Avoid tall or iso-
lated objects such as towers, trees, fences or power lines. 

8.4.2.1.2.  Do not handle electrical equipment or telephones because lightning can follow
the wire. Television sets and networked computers are particularly dangerous, due to
antennas/cabling. 

8.4.2.1.3.  Avoid water faucets and sinks, because metal pipes conduct electricity. 

8.4.3.  Earthquakes. Strike suddenly, violently and without warning. The base is located within
the affected area of the New Madrid fault--one of the more dangerous fault lines in the
CONUS--and in an area where mild earthquakes occasionally occur. Advance planning and iden-
tifying potential hazards can reduce the danger of serious injury or death. 

8.4.3.1.  Headquarters complex personnel should identify and mitigate potential hazards in
their offices before an earthquake occurs: 

8.4.3.1.1.  Store large or heavy objects on lower shelves. 

8.4.3.1.2.  Hang heavy items such as pictures and mirrors away from where people sit. 

8.4.3.1.3.  Identify a safe place in each room, such as a heavy table or desk (not modular),
near one or more large safes or an inside structural wall. These places should be away from
modular or top-heavy furniture, bookcases or modular partitions that could fall over. 

8.4.4.  During an earthquake: 

8.4.4.1.  Take cover under a piece of heavy furniture, next to a safe, in a steel door frame or
against an inside structural wall and hang on. Stay away from modular furniture/desks and par-
titions. 

8.4.4.2.  If inside, stay there. The most dangerous thing to do during an earthquake is to try and
leave the building because objects can fall on you. If outdoors, stay there. Move to an open
area away from buildings, power lines, trees and light/power poles. 

8.4.5.  After the main shock subsides: 

8.4.5.1.  Be prepared for aftershocks. Exit carefully and stay out of damaged buildings. 

8.4.5.2.  Help injured or trapped persons, but be very careful of precarious debris and live elec-
tric wires. Give first aid where appropriate. However, do not move the seriously injured unless
they are in immediate danger. Call for help and be prepared to lead rescue personnel to
trapped/injured persons. 

8.5.  During natural disasters Headquarters organizations will: 
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8.5.1.  Insure all personnel are sheltered or evacuated as necessary. 

8.5.2.  Insure they can account for their personnel both during sheltering and/or evacuation. 

8.5.3.  Establish procedures to secure equipment and supplies normally left outside. 

9.  Bomb Threats. Most bomb threats are telephoned. All telephones must have an AF Form 440, Bomb
Threat Aid, located near them and annotated with “911” as the phone number to call. If you receive a
bomb threat via telephone, follow the procedures outlined on the form. See Attachment 1 for specific
details. 

10.  Education and Training (AFMC/CCQ & MSF).  

10.1.  AFMC/CCQ will train directorate Disaster Preparedness Reps and alternates annually and doc-
ument this training. 

10.1.1.  Directorate DP representatives will brief disaster preparedness procedures to newly
assigned personnel within 30 days of arrival, provide semiannual full-spectrum threat response
training to all their personnel and document this training. 

10.1.2.  Directorate Disaster Preparedness Reps will insure everyone in their directorate receives
briefings IAW 10.1. above. Emphasize warning signals, notification and evacuation procedures,
emergency duties, and individual protective actions during natural/man-made disasters and threat-
ening situations. 

10.2.  All HQ personnel will complete Antiterrorism (AT) Level I training annually utilizing the DoD
computer based training module at www.at-awareness.org. Personnel newly assigned to HQ will
complete the training within 30 days of arrival. 

10.2.1.  Directorate AT representatives will maintain course completion certificates for all their
military and civilian government employees. It is not mandatory (but highly encouraged) for con-
tractors to complete the training. 

11.  Exercises (DOX).  

11.1.  Overview. HQ AFMC responds to base-wide exercises as required and fully participates in the
Wright-Patterson AFB exercise evaluation team (EET). They also coordinate exercise/exercise play
development that evaluates HQ AFMC plans and procedures involving threat and disaster response. 

11.2.  Procedures. All exercise evaluations affecting HQ AFMC will be conducted as part of the
WPAFB exercise evaluation program under the purview of the base EET. 

11.3.  For exercises involving HQ AFMC, AFMC/DOX will:  

11.3.1.  Attend WPAFB EET meetings representing HQ AFMC. 

11.3.2.  Coordinate with HQ AFMC Staff for additional HQ AFMC exercise evaluators if required
for exercises involving HQ AFMC. 

www.at-awareness.org
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11.3.3.  Collect exercise observations affecting HQ AFMC and route them through HQ AFMC/
CCQ to the appropriate functional activity for corrective action. 

JEFFREY R. RIEMER,  BRIG GEN, USAF 
Director of Operations 
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Attachment 1    
 

EMPLOYEE EMERGENCY PROCEDURES 

This attachment provides detailed procedures for building employees to use in emergencies. It’s divided
into seven checklists, arranged in likelihood of occurrence: fire, severe weather, bomb threat, suspicious
package, suspicious individual[s] (terrorist/robbery/ hostage), FPCON change and earthquakes. Changes
from the previous edition are in boldface. 

The chart below depicts the three processes that can be used if it becomes necessary to evacuate Buildings 
262, 266 and 271. Evacuations can be used in case of a fire, bomb threat, suspicious package or terrorist/
robbery/ hostage situation. The initial On Scene Commander (OSC) is generally the senior first respond-
ing emergency person (Security Police/fire.) The OSC may decide unilaterally, or in concert with those 
listed in para 2.1. above, when (or if) to evacuate, which building(s) to evacuate and which method(s) to 
use, based on the situation. 

Figure A1.1.  OSC Initiates.

Emergency situations that require employees to remain in the buildings include severe weather, earth-
quakes and some robbery/hostage/terrorist situations. In the latter case, the OSC will make the determina-
tion whether or not to evacuate. Depending on the situation, Building 262 can be an evacuation site
for personnel in Building 266 and vice versa. The OSC will make and announce this determination.
Announcements may also be disseminated via computer screen pop-up messages. 

All personnel who work in the Headquarters complex should be familiar with and be able to carry out the 
following procedures. 
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1. When The Evacuation Alarm Sounds, Leave The Building: 

IMPORTANT: Both buildings 262 and 266 have an Emergency Alarm System with three capabilities: 
an Evacuation Alarm with electronic pulsing sirens, strobe lights and an Emergency Voice System. They 
can be controlled from the Command Center or by the On Scene Commander. Depending on the situation, 
portions of one building, a complete building or both buildings may be evacuated; the two buildings' 
systems are not interconnected. Building 271 also has an Evacuation Alarm with electronic pulsing 
sirens/strobe lights and a building-wide Public Address System. It is not interconnected to the sys-
tems in buildings 262 and 266.  

1. Secure classified material. 

2. Visually check work area for suspicious objects. If you find anything, don't touch it, but notify on-scene 
Security Force personnel as you evacuate. 

3. Gather your personal belongings (keys, purse, etc) and any clothing (coat, hat, gloves etc) needed to 
remain outdoors for an extended period. 

4. Evacuate the building, using your office's primary exit or the nearest available exit if otherwise
directed or are visiting another office. Do not use the elevators. Safety is paramount. Follow guidance
from the Emergency Voice System, fire fighters or SF personnel; one or more exits may be unusable. The
first person departing should take their office’s roster with them to the assembly site. Go to your director-
ate's pre-established assembly point (or alternate as directed) outside the building. Make sure your super-
visor or division chief knows where you are so that all personnel can be accounted for. CAT/Battle Staff
members on duty in the Operations Center: during duty hours go to your directorate's pre-established
assembly point; after duty hours assemble on the loading dock, west side of Bldg 281 opposite Barnes
Park. NOTE: when the evacuation alarm is triggered, the entrapment area gates automatically unlock and
open. 

5. Stay clear of security or fire personnel. Don't try to re-enter the building until told it is safe to do so. 
Don't sit in your car or try to leave the area in your vehicle. The ensuing traffic jam can impede response 
vehicles. 

6. The OSC will allow personnel to return to the facility when the danger is past. This may be done by 
individual building or all at once, depending on the situation. 

7. If members of the media approach you, refer them to 88 ABW/PA at 522-3252 or 552-3529. 
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2. If the Outside Sirens Sound: Steady Tone = Weather Warning: 

This is a tornado warning: a tornado has been sighted within 5 nm of WPAFB. 

IMPORTANT: 

- The siren will stop after 3-5 minutes. This does NOT indicate an "all clear." This will be passed 
by the Emergency Voice System or the ANS. 

- The siren is not intended to be audible inside the HQ buildings. Employees indoors will be noti-
fied by the Emergency Voice System, ANS message or a computer screen message. 

- The siren is normally tested the first duty Monday of each month at noon, provided there is no 
actual threatening weather or an exercise in progress. 

- When the siren sounds or you're notified by the Emergency Voice System, ANS message or 
computer screen message: 

1. If indoors, go to building 262 or 266 basements. Note: all the stairwells in building 266 have large
glass windows. Don't use these stairs if the storm is so close that the glass could suddenly blow out. If you
cannot get to the basement, move to an interior hallway away from windows or doors. Close all hallway
doors to protect against flying debris. Building 271 occupants should move to interior rooms on the first
floor (preferable) or the second floor. Do not leave your shelter area until the all-clear is announced. 

2. Do not stay on the top floor, in the entrapment area, the breezeways or the skywalk. 

3. If you're unable to leave the top floor or get away from windows or doors, crouch near a concrete sup-
port column or get under a piece of sturdy, free-standing furniture and hold on to it. Do not get under a 
modular furniture desk or stand near a modular partition. Protect your head and neck with your arms. 

4. After the storm has passed, be extremely careful when leaving the building. There will be broken glass, 
debris and downed power lines that may still be live. Stay out of damaged buildings. Return only when 
the On-Scene Commander says it is safe. 

5. If you're outside or in a vehicle, attempt to get indoors. If there is no time to get indoors, lie prone in a 
ditch, depression or culvert away from the vehicle. Protect your head and neck from flying debris and be 
aware of the potential for flash flooding. 

3. Bomb Threats: 

3a. If you receive a telephoned bomb threat: 
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1. Keep the caller talking. Ask where the bomb is and when it will go off, and have him/her repeat the 
message. Note as much about the call and caller as possible (time, location, place, voice, accent, back-
ground noise etc.). Use AF Form 440, Bomb Threat Aid, located by your phone, to record the informa-
tion. 

2. Do not hang up, even if the caller does. 

3. Use another phone to call 911 and report the incident, or have a co-worker do it if you're still talking to 
the caller. Answer the 911 operator's questions. 

4. Notify your supervisor and the Headquarters Support Office (88 ABW/CECH) at 73318 next. 

5. Prepare to evacuate: 

- Secure classified material. 

- Visually check work area for suspicious or unfamiliar objects, especially things you haven't seen 
there previously. You are searchers, NOT BOMB EXPERTS. If you locate a device or suspected device, 
DO NOT TOUCH IT and don't assume it's the only one. Note its location, description and proximity to 
utilities (gas lines, water pipes, and electrical panels). Relay that information to the On-Scene Com-
mander (OSC), Explosives Ordnance Disposal (EOD) personnel and Security Forces; then clear and 
secure the area. Once the entire area/room has been searched, do not allow individuals not requiring entry 
to reenter the area. 

6. The OSC will decide to order evacuation after evaluating the threat credibility. If possible, responding 
emergency personnel will search evacuation routes before evacuation. The OSC will decide to: 

- Search without evacuation. 

- Partially evacuate. 

- Fully evacuate the HQ. 

7. The evacuation order will be given by the Emergency Voice System (PA system in bldg 271), word of 
mouth, computer screen message and/or the Automatic Notification System (ANS). 

8. Once directed to evacuate, open windows if possible, leave doors open (except vaulted/secured areas) 
and mark the door, doorjamb or the wall nearby (masking tape "X" or suitable sign) to alert authorities 
that the room has been searched and cleared by the owner/users. 

9. Gather your personal belongings (keys, purse, etc) and any clothing (coat, hat, gloves etc) needed to 
remain outdoors for an extended period. 
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10. Evacuate the building, using your office's primary exit, or the nearest available exit if otherwise
directed or are visiting another office. Do not use the elevators. Safety is paramount. Follow guidance
from the Emergency Voice System, fire fighters or SF personnel; one or more exits may be unusable. Go
to your directorate's pre-established assembly point (or alternate as directed) outside the building. The
first person departing should take their office’s roster with them to the assembly site. Make sure your
supervisor or division chief knows where you are, so that all personnel can be accounted for. After every-
one has gathered at the assembly point, report unaccounted-for personnel to the nearest SF or firefighter. 

11. Stay clear of security or fire personnel; don't try to re-enter the building until told it is safe to do so. 
Don't go sit in your car, or try to leave the area in your vehicle. The ensuing traffic jam can impede 
response vehicles. 

12. The OSC will allow personnel to return to the facility when the danger is past. This may be done by 
individual building or all at once, depending on the situation. 

13. If members of the media approach you, refer them to 88 ABW/PA at 522-3252 or 552-3529. 

3b. If Someone Else In The Headquarters Building Receives A Bomb Threat: 

1. You will be notified of situation by ANS, Security Forces etc. 

2. Take actions shown in Para 3a above.: 

4. If You Find A Suspicious Package In Or Near The Buildings: 

1. Call 911 and report the incident. Answer the 911 operator's questions. 

2. Notify your supervisor and the HQ Support Office (88 ABW/CECH) at 73318 next. 

3. Prepare to evacuate: 

- Secure classified material. 

- Visually check your work area for additional devices, especially things you haven't seen there 
previously; don't assume the one you found is the only one. You are searchers, NOT BOMB EXPERTS. 
DO NOT TOUCH any suspicious object. Note its location, description and proximity to utilities (gas 
lines, water pipes, and electrical panels). Relay that information to the On-Scene Commander, Explosives 



AFMCHOI10-3   7 APRIL 2005 19

Ordnance Disposal (EOD) and Security Force personnel; then clear and secure the area. Once the entire 
area/room has been searched, do not allow individuals not requiring entry to reenter the area. 

4. The on-scene commander (OSC) will make the decision to evacuate after evaluating the threat’s credi-
bility. After receiving notification, follow evacuation procedures described in Para. 3a above. 

5. If You Observe One Or More Individuals Acting Suspiciously Or If This Is Reported To You: 

This may be the beginning of a terrorist, hostage or robbery situation. If you believe a situation has 
occurred or is about to occur: 

1. Stay calm. If possible, go to a safe location away from the scene. Call 911. 

2. Safety is paramount--under most circumstances untrained people should not attempt to intervene in a 
robbery or hostage situation--particularly if you see weapons. If you suspect one is occurring, do not get 
directly involved. If shooting begins, you’re less likely to be hit lying prone than running. 

3. Gather as much information as possible. Get a description of the individual(s): clothing, gender, race, 
age, stature, vehicles, weapons involved and the overall situation. If possible, write it down while the 
information is still fresh. 

4. Try and keep others away from the scene. 

5. If you believe armed individuals may try to gain access to your work area, lock all hallway doors. Don't 
become a hostage. 

6. Follow security force instructions, if they're on-scene. You don't want to be mistaken for one of the per-
petrators. 

7. After the area is declared safe, report known facts to the Security Forces on-scene. 

8. If members of the media approach you, refer them to 88 ABW/PA at 522-3252 or 552-3529. 
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6. If Notified Of A FPCON Change: 

1. Even in FPCON Normal, always be aware of your surroundings: notice the unusual or out-of-place, 
including individuals acting suspiciously. Be especially vigilant for suspicious activities, objects or vehi-
cles. Don't hesitate to report your suspicions to the Security Force. 

2. Be familiar with the five FPCON levels as outlined in Chapter 4 of this HOI and follow the procedures 
in Attachment 5. 

3. Be prepared to adapt work hours, parking, activities etc to meet the specified FPCON requirements. 

4. If you believe a situation has occurred or is about to occur, call 911. Then gather as much information 
as possible. Get a description of the individual(s): clothing, gender, race, age, stature, and situation. If pos-
sible, write it down while the information is still fresh. 

5. Be prepared to evacuate the building on short notice. 

7. EARTHQUAKE: 

The first indication you'll have will most likely be the onset of the event, since earthquakes cannot be reli-
ably predicted. If you're in the Headquarters buildings: 

1. Take cover under a piece of heavy furniture, next to a safe, in a steel doorframe or against an inside 
structural wall and hang on. Stay away from modular furniture and walls. They are easily knocked over. 

2. If you're inside, stay there. The most dangerous thing to do during an earthquake is to try and leave a 
building because objects can fall on you. 

3. After the main shock subsides, be prepared for aftershocks. Be careful exiting the building. Debris, col-
lapsed structure, leaking water mains and/or live electrical cables may obstruct your escape path. 

4. Help injured or trapped persons, but be very careful of precarious debris and live electric wires. Give 
first aid where appropriate. However, do not move the seriously injured unless they are in immediate dan-
ger. Call for help and be prepared to lead rescue personnel to trapped/injured persons. 

5. If members of the media approach you, refer them to 88 ABW/PA at 522-3252 or 552-3529. 
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Attachment 2    
 

PRE-SCRIPTED AUTOMATIC NOTIFICATION SYSTEM (ANS)/ EMERGENCY VOICE 
SYSTEM MESSAGES (BLDGS 262 & 266 ONLY) 

Tornado1 

If the base weather office declares a Tornado Warning, the Command Center will broadcast the following 
message: 

"This is the AFMC Command Center. Base weather has issued a Tornado Warning; all personnel take 
cover immediately." 

1Tornado Warnings are also communicated to the base population via the base siren, All Channel Message 
System (ACMS) via base cable TV and the computer screen message system. 

Severe Weather2 

ANS/ Emergency Voice System Message 

If the base weather office declares a Severe Weather Warning, the following message will be broadcast: 

"This is the AFMC Command Center. "Base weather has issued a (type of warning: severe weather/ 

thunderstorm/high wind) warning. Warning number is ______________. Valid times are 

__________________ . The following conditions can be expected: ____________________________." 

2Additional precautions will not be added unless directed by competent authority. 

(Evacuation) Bomb Threat 

ANS/Emergency Voice System Message 

If a bomb threat/suspicious package/detonation requires the on-scene-commander or designated individ-
ual to direct the evacuation of buildings 262 and/or 266, broadcast the following message: 

 

"This is the AFMC Command Center. All personnel in (part or all of) Bldg 266 and/or 262 (as required) 
will evacuate immediately. Stay clear of the following areas (if so designated): 
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___________________________________________________________________________________ 

(Evacuation) Fire 

ANS/Emergency Voice System Message 

Broadcast the following message if a fire/explosion requires the on-scene-commander or designated indi-
vidual to direct the evacuation of buildings 262 and/or 266. 

"This is the AFMC Command Center. All personnel in (part or all of) Bldgs 266 and/or 262 

 (as required) will evacuate immediately. Stay clear of the following areas (if so designated): 

____________________________________________________________________________ 

____________________________________________________________________________.” 

Crisis (Hostage/Robbery) 

ANS/Emergency Voice System Message 

(NOTE: Depending on the situation, the Emergency Voice System may not be used) 

Should a hostage situation, robbery or belligerent act occur in Bldg 266 and/or 262, the Command Center 
will broadcast the following message. 

"This is the AFMC Command Center Due to a hostage/robbery situation, all personnel in Bldgs 266 and/
or 262 will avoid the following areas: 
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Attachment 3    
 

HQ BUILDINGS AND SURROUNDING AREA MAP 
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Attachment 4    
 

HQ COMPLEX FLOOR PLANS (BLDGS 262, 266, AND 271) 

Figure A4.1.  HQ AFMC Lower Level. 
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Figure A4.2.  HQ AFMC 1st Floor. 
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Figure A4.3.  HQ AFMC 2nd Floor. 
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Figure A4.4.  Bldg 271 1st Floor. 
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Figure A4.5.  Bldg 271 2nd Floor. 
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Attachment 5    
 

FPCON ACTIONS AND CHECKLIST 

TERRORIST FPCON ACTIONS 

                        NAIC
FPCON Normal Actions: 

The HQ Support Office (88 ABW/CECH) will: 

a. Secure and randomly inspect buildings, rooms and storage areas not in regular use. 

b. Implement a Random Antiterrorism Measure (RAM) program using measures from higher FPCONs as 
directed by the Installation Antiterrorism Officer (ATO). 

FPCON ALPHA Actions: 

a. The Headquarters Command Center will notify a representative from DOX, DS, AFMC/CCQ and the 
Headquarters Support Office when the FPCON is declared. 

b. The HQ Support Office (88 ABW/CECH) will: 

- Secure vacant rooms and areas not in use. 

- Insure all exterior lights are operating and are on at dusk. 

- Post current FPCON signs on all exterior doors within one half hour of notification during duty 
hours (0600-1800) and prior to 0600 when declaration is after duty hours. 

- Insure the entrapment area between buildings 262 and 266 is secured. 

c. If necessary, DOX will convene the HQ Threatening Condition Working Group (HTCWG), who will 
insure all items on the FPCON ALPHA Checklist (see below) have been or are being completed. 

d. AFMC/CCQ will insure the entry security schedule is up-to-date in the event the FPCON escalates. 

e. All personnel will practice increased security awareness: 

- Be aware of things that seem out-of-place, such as vehicles that don't "fit in," unattended boxes, 
crates or pallets, people acting suspiciously near the building's exterior. Do not leave empty cartons or 
other bulk trash in hallways; hold for regular trash pickup. 

- Be inquisitive about strangers, particularly those carrying suitcases or other containers. 
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- Report anything suspicious to the SF Command Center (76516 or 76517) or the Headquarters 
Support Office (88 ABW/CECH, 73318). 

- Review threat guidance, bomb threat actions and building evacuation procedures. 

f. Use only designated parking zones when parking near the HQ complex. Vehicles must be moved if 
directed by Security Forces and/or the authorities listed in paragraph 2.1. above. 

g. HQ AFMC parking monitors will patrol parking areas near the Headquarters. Violators will be identi-
fied and immediately reported to the 88th SF Command Center (76516) for appropriate action. 

h. Headquarters Directorates will 

- Secure their rooms and areas not in use. 

- Review staggered work hour and early release plans for their personnel to insure currency. 

- Identify all contractor personnel and insure they are properly briefed and have identification to 
allow base access. 

- Decide how contractor personnel will be treated at higher FPCON levels (staggered work hours, 
release under CHARLIE if considered non-essential etc). 

FPCON BRAVO Actions: 

a. Continue all FPCON ALPHA measures and complete FPCON BRAVO actions (see FPCON Checklist, 
below). The HTCWG will meet, if necessary, to handle any special problems. 

b. The HQ Support Office (88 ABW/CECH) will post/update current FPCON signs on all exterior doors 
within one half hour of notification during duty hours (0600-1800) and prior to 0600 when declaration is 
after duty hours. 

c. Unless otherwise directed, the 88 ABW/CECH will barricade all roads surrounding the HQ complex, 
including N Street, Roads A and T, using whatever material is available (jersey blocks, heavy vehicles 
etc). Parking will be prohibited closer than 25 meters (approx 82 ft) from any building. Temporary wheel-
chair-only parking will be designated in lot 14A. 

d. The 88 ABW/CECH will disable the card reader at the entrapment area entrances. 

 

e. AFMC/CCQ will insure the entry security schedule is up-to-date and notify directorates scheduled to 
perform entry duty should this be directed. 
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f. If directed by base authorities, directorates will be prepared to initiate staggered work hours for their 
personnel (see details under "directorate responsibilities" above) to reduce base entry point congestion. 
During duty hours, the announcement will be made to the directorates via ANS. If initiation occurs after 
duty hours, implementation will be passed via the SDOs and directorate alert/recall procedures (see HOI 
10-4 and AFMCI 10-205). 

g. At the beginning and end of each workday 88 ABW/CECH will inspect the HQ complex exterior and 
common interior areas; directorates will inspect their work areas on the same schedule. 

h. Directorates will insure everyone is aware of the situation in order to stop rumors. 

FPCON CHARLIE Actions: 

a. Continue ALPHA and BRAVO measures, complete all items on the FPCON CHARLIE checklist (see 
below). The HTCWG will meet, if necessary, to handle any special problems. 

b. The HQ Support Office (88 ABW/CECH) will 

- Post/update the current FPCON on all exterior doors within one half hour of notification during 
duty hours (0600-1800) and prior to 0600 when declaration is after duty hours. 

- Disable swipe card readers at all HQ entry doors. Swipe card readers at interior doors (Opera-
tions Center, Command Section, etc) will not be affected. 

- Have barriers (Jersey blocks, concrete planters, etc) available to block the south entrapment 
entrance if so directed. 

c. Strictly control entry to the Headquarters complex: 
- The Headquarters Squadron Orderly Room (CCQ) will notify directorates scheduled for entry 

duty to report for duty and perform 100% ID checks at the following doors: 
- Between 1800 and 0600, only door 1 (main entrance) will be open and staffed. If the CAT/Battle 

Staff is operating 24/7, door 5 (north breezeway entrance) can be opened if directed. 
- Between 0600 and 1800, the following Bldg 262 doors will be open: door 1 (main entrance) and 

door 5 (north breezeway); in Bldg 266, door 1 (lobby). 
- Other doors will be used as emergency exits only. 

         - Bldg 271 (Warrior Hall) access: 
- Only the main (lobby) entrance will be used for entry. 
- Any time the loading dock doors are opened, a guard will be posted. 
- Any time the Warrior Hall lobby is not staffed with an ID checker, the Bldg 271 manager will 

secure the skyway to prevent entry into Bldg 266. 
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d. 88 SFS will: 

- Enforce access and parking restrictions and perform frequent area checks. 

- Provide building entrance security as required. 

- Provide security at the Operations Center entrance when so directed. 

e. HQ personnel should consider canceling or postponing meetings where attendees from outside the 
building are expected. 

f. At the beginning, mid-day and end of each workday 88 ABW/CECH will inspect the HQ complex exte-
rior and common interior areas; directorates will inspect their work areas on the same schedule. 

g. Non-essential personnel may be released on direction of the commander or his designee. HQ director-
ates should identify which personnel may be released and which are considered essential, and plan stag-
gered release times to avoid traffic jams. 

FPCON DELTA Actions: 

a. Continue ALPHA, BRAVO, and CHARLIE threat measures. 

b. The HQ Support Office (88 ABW/CECH) will post/update the current FPCON on all exterior doors 
within one half hour of notification during duty hours (0600-1800) and prior to 0600 when declaration is 
after duty hours. 

c. Assigned personnel will: 

- Control access to and implement positive identification for all personnel entering their office 
area(s). 

- Cease administrative trips and visits (only emergency vehicles will be permitted to move). 

d. Increase checks of exterior of facilities and parking areas. 

e. During each workday the 88 ABW/CECH will inspect the HQ complex exterior and common interior 
areas every two hours; directorates will inspect their work areas on the same schedule. 

f. The base commander or other cognizant authority may order release of non-essential personnel. HQ 
directorates should identify which personnel may be released and which are considered essential and plan 
staggered release times to avoid traffic jams. 
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Table A5.1.  Terrorist FPCON Checklist For AFMC HQ, 

ACTION POC 
ALPHA: 
DOX, DS, CECH & AFMC/CCQ reps notified Cmd Ctr 
All directorates notified via ANS/SDO Cmd Ctr /directorates 
FPCON signs posted at building entrances 88 ABW/CECH 
Entrapment area gates checked for security 88 ABW/CECH 
FPCON Working Group convened if necessary DOX 
Increase security awareness to employees SF/directorates 
Update door guard schedule; provide finalized schedule and training 
instructions to each directorate.   

AFMC/CCQ 

Review/update staggered work hour plan; train door guards Directorates 
Review all higher FPCON requirements Working group 

BRAVO:  all ALPHA items, plus 
Blockade all roads surrounding HQ  88 ABW/SF; CECH 
If directed, establish 25 m “no vehicle zone” around HQ bldgs 88 ABW/SF; CECH 
Disable entrapment area swipe card reader 88 ABW/CECH 
Be prepared to initiate staggered work hour plan Cmd Ctr /directorates 
Irregular exterior building patrols initiated 88 ABW/SF; CECH 
Review all higher FPCON requirements Working group 

CHARLIE: all BRAVO items, plus 
Initiate staggered work hour plan  Cmd Ctr /directorates 
Initiate door guard duty schedule.  Notify directorates scheduled to send 
door guards to post. 

AFMC HQ SQ/CC 

Turn off swipe card locks, lock exterior doors 88 ABW/CECH 
If directed, block south entrapment area entrance with barriers 88 ABW/CECH 
Be prepared to release non-essential personnel (duty hrs) if so directed All directorates 
Review FPCON DELTA requirements Working group 

DELTA: all CHARLIE items, plus 
Control access to offices All personnel 
Be prepared to release non-essential personnel (duty hrs) if so directed All directorates 
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Attachment 6    
 

PYRAMID TELEPHONE ALERT PROCEDURE 

Use only if all three circumstances apply: 

- The emergency alarm system (siren and voice), its battery backup and both ANS computers (pri-
mary and backup) are inoperative. 

- The base-wide pop-up message system 

- An evacuation for a fire or a non-specific bomb threat—i.e. no given location--or a tornado 
warning declared for the base. 

- During normal duty hours. 

Procedures: 

1. For a bomb threat, the OSC immediately contacts the Command Center and informs them of the evac-
uation. For a tornado warning, the Base weather office contacts the Command Center and advises them of 
the situation. 

2. The Command Center controller contacts the first tier of directorates, using the pyramid alert chart 
below, inform them of the evacuation/tornado warning and instruct them to. 

- Contact the other directorates below them on the list. 

- Contact all subordinate offices in their own directorate. 

Notify the Command Center when calls are complete, and which directorates could not be contacted 

Typical Directorate Message Script 

Evacuation Notification: “This is _______. We have been directed to evacuate the Headquarters build-
ing immediately due to (emergency situation). Please inform everyone in your notification chain." 

Tornado Warning: “This is _______. We have been notified that a tornado warning has been declared 
for Wright-Patterson AFB. Please direct all personnel in your notification chain to take cover immedi-
ately.” 
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Figure A6.1. AFMC Emergency Notification Chart. 


	1. Responsibilities.
	1.1. HQ AFMC/CCQ will:
	1.2. HQ AFMC/DOX will:
	1.3. HQ AFMC Command Center (AFMC/DOXC, which also serves as the 88 ABW Command Post) will:
	1.4. HQ AFMC/DS will:
	1.5. HQ AFMC/MS will:
	1.6. All HQ AFMC Directorates and other building tenants will:
	1.7. All HQ AFMC Directorates will:
	1.8. 88ABW/CECH (Headquarters Support Office) will:

	2. Mission.
	2.1. Insure assigned personnel are prepared for and can recover from situations caused by natural...
	2.2. Insure assigned personnel receive training, emphasizing warning signals, notification and ev...
	2.3. Insure emergency personnel are aware of their functions and duties when responding to a situ...
	2.4. Establish a Headquarters Threatening Conditions Working Group (HTCWG).
	2.4.1. The HTCWG is chaired by DOX and staffed by a representative from HQ AFMC/MS, AFMC/CCQ, AFM...
	2.4.2. The Group may be convened before, during or after any of the threatening conditions addres...
	2.4.3. When a FPCON higher than NORMAL is declared for Wright-Patterson AFB, DOX will convene the...
	2.4.4. DOX will maintain a roster of primary and alternate representatives from each tasked offic...


	3. Notification Procedures.
	3.1. AFMC/CC, AFMC/CV, AFMC/DS, 88 ABW/CC, HQ AFMC Command Center, or the On Scene Commander (OSC...
	3.2. In the Headquarters complex there are five means to quickly notify personnel: the Emergency ...
	3.2.1. The Headquarters complex has three separate alarm systems, one for building 262, one for b...
	3.2.1.1. The building emergency alarm can be activated at individual pull boxes.

	3.2.2. For imminent
	3.2.2.1. The Automatic Notification System (ANS) provides a means to telephonically contact many ...
	3.2.2.2. The base siren system (see also WPAFB Plan 32-1):


	3.3. Notifying HQ AFMC personnel after hours will be done IAW HOI 10-4 and AFMCI 10-205.

	4. Evacuation (CCQ).
	4.1. The decision to evacuate any on-base facility is made by the designated OSC (exception: comm...
	4.2. Notification to evacuate will be IAW paragraph
	4.3. If so directed, evacuate the building via the nearest exit and meet at your office's designa...
	4.4. Do not use the elevators during an evacuation.
	4.5. Each directorate will establish internal procedures to:
	4.5.1. Insure evacuation messages are passed to all subordinate offices with those needing more t...
	4.5.2. If necessary, insure enough co-workers are available and detailed to assist all physically...
	4.5.3. Secure classified or sensitive information, controlled entry areas (such as vaults and ope...
	4.5.4. Determine the nearest exit(s) and designate assembly points for each directorate.
	4.5.4.1. Designate an exit as close as possible to each office or division; identify alternates i...
	4.5.4.2. Choose assembly points carefully. They must:
	4.5.4.3. Assembly points can be by directorate or by division, depending on the directorate’s loc...
	4.5.4.4. If the CAT/Battle Staff must evacuate during normal duty hours, members will report to t...

	4.5.5. Each office must maintain a personnel roster in a location where it can easily be taken wi...

	4.6. Once evacuation has begun, insure all personnel move to their designated office assembly poi...
	4.6.1. Personnel should not attempt to leave the installation unless so directed. People must be ...

	4.7. Once the OSC determines that the evacuated portion of the headquarters complex is clear of d...

	5. Terrorism (MSF).
	5.1. Terrorist acts can be any size or sophistication; their success depends on surprise and vict...
	5.1.1. The Five FPCONs defined below denote probability levels of a terrorist incident affecting ...
	5.1.1.1. FPCON NORMAL is the everyday condition at Headquarters. There’s a general threat of poss...
	5.1.1.2. FPCON ALPHA.
	5.1.1.3. FPCON BRAVO.
	5.1.1.4. FPCON CHARLIE.
	5.1.1.5. FPCON DELTA.



	6. Robbery, Hostage Situations (MSF).
	6.1. The Headquarters building contains several retail establishments including a credit union an...
	6.1.1. Safety is paramount--under most circumstances untrained people should not attempt to inter...
	6.1.2. If possible, go to a safe location away from the scene. Contact the SF Command Center (911...
	6.1.3. If you're a witness, unobtrusively gather as much information as possible, e.g., the locat...
	6.1.4. After the area is declared safe, report known facts to the on-scene security forces.

	6.2. Each Headquarters organization will develop a means to secure their working areas in the eve...

	7. Fire Protection (MSE).
	7.1. Each organization within the Headquarters complex will:
	7.1.1. Develop procedures to safely evacuate physically challenged personnel. See
	7.1.2. Develop an evacuation route(s) for each office IAW using the building diagrams at
	7.1.3. Evacuate the building during a fire via the most expedient route (primary/alternate) to pr...
	7.1.4. Maintain fire-safe conditions in their assigned work areas.
	7.1.5. Report fires to the WPAFB fire department (88 ABW/CEF, 911), even if extinguished by build...
	7.1.6. Insure supervisors brief new employees on fire safety procedures, including evacuation rou...
	7.1.7. Provide the HQ Support Office (88 ABW/CECH), with the type, quantity, and location of any ...

	7.2. The Headquarters Support Office will coordinate fire evacuation drills with the HQ Cmd Ctr a...

	8. Natural Disasters (MSE).
	8.1. The Headquarters Orderly Room (HQ AFMC/CCQ) is the Headquarters Disaster Preparedness point ...
	8.2. Advance planning and a quick response are the keys to surviving a natural disaster. Often th...
	8.3. Buildings 262 and 266 are designated tornado/severe storm shelters.
	8.4. Notifications for hazardous weather conditions will occur per paragraph 2.2.2. The following...
	8.4.1. Tornados.
	8.4.1.1. During a tornado warning Headquarters personnel will:
	8.4.1.1.1. If possible, go to your building's basement. If you cannot get to a basement, move to ...
	8.4.1.1.2. Leave the top floor, entrapment area, breezeways (between 262 & 266) and the skywalk (...
	8.4.1.1.3. If unable to get away from windows or the top floor, crouch near a concrete support co...
	8.4.1.1.4. If you're outside or in a vehicle, attempt to get indoors. If there is no time to get ...
	8.4.1.1.5. After the storm passes, follow emergency workers’ instructions. Leave your shelter are...


	8.4.2. Thunderstorms and Lightning.
	8.4.2.1. During a thunderstorm warning Headquarters complex personnel will:
	8.4.2.1.1. Remain indoors. If outdoors, try to get into a building or a car. Avoid tall or isolat...
	8.4.2.1.2. Do not handle electrical equipment or telephones because lightning can follow the wire...
	8.4.2.1.3. Avoid water faucets and sinks, because metal pipes conduct electricity.


	8.4.3. Earthquakes.
	8.4.3.1. Headquarters complex personnel should identify and mitigate potential hazards in their o...
	8.4.3.1.1. Store large or heavy objects on lower shelves.
	8.4.3.1.2. Hang heavy items such as pictures and mirrors away from where people sit.
	8.4.3.1.3. Identify a safe place in each room, such as a heavy table or desk (not modular), near ...


	8.4.4. During an earthquake:
	8.4.4.1. Take cover under a piece of heavy furniture, next to a safe, in a
	8.4.4.2. If inside, stay there. The most dangerous thing to do during an earthquake is to try and...

	8.4.5. After the main shock subsides:
	8.4.5.1. Be prepared for aftershocks. Exit carefully and stay out of damaged buildings.
	8.4.5.2. Help injured or trapped persons, but be very careful of precarious debris and live elect...


	8.5. During natural disasters Headquarters organizations will:
	8.5.1. Insure all personnel are sheltered or evacuated as necessary.
	8.5.2. Insure they can account for their personnel both during sheltering and/or evacuation.
	8.5.3. Establish procedures to secure equipment and supplies normally left outside.


	9. Bomb Threats.
	10. Education and Training (AFMC/CCQ & MSF).
	10.1. AFMC/CCQ will train directorate Disaster Preparedness Reps and alternates annually and docu...
	10.1.1. Directorate DP representatives will brief disaster preparedness procedures to newly assig...
	10.1.2. Directorate Disaster Preparedness Reps will insure everyone in their directorate receives...

	10.2. All HQ personnel will complete Antiterrorism (AT) Level I training annually utilizing the D...
	10.2.1. Directorate AT representatives will maintain course completion certificates for all their...


	11. Exercises (DOX).
	11.1. Overview.
	11.2. Procedures.
	11.3. For exercises involving HQ AFMC, AFMC/DOX will:
	11.3.1. Attend WPAFB EET meetings representing HQ AFMC.
	11.3.2. Coordinate with HQ AFMC Staff for additional HQ AFMC exercise evaluators if required for ...
	11.3.3. Collect exercise observations affecting HQ AFMC and route them through HQ AFMC/ CCQ to th...
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